Building Blocks for RapidATO

Following the three building blocks to a better and more rapid ATO (authorization to

operate) allows:
* Information System Security Officers (ISSOs) to reuse compliance templates that
eliminate duplicate and manual tasks in their security compliance planning

* Product teams to iteratively work on their ATO documentation and receive
recommendations based on their system composition

* Al and data science to facilitate the recommendation of reusable narratives

APPLY Al TO SECURITY
DOCUMENTATION

Using Al and data science creates
a reusable compliance library to
support agency-wide compliance
efforts by offering pre-sets,
templates, and baselines for
various IT systems.

DEVELOP A PUBLIC
WEBSITE

A public site provides clarity on
authorization and compliance.
The public site must provide
plain language information
and create an entry point

for users to understand the
authorization process and
available compliance tools.

DEVELOP A DIGITAL SERVICE
BLUEPRINT

Blueprints allows users to reuse
compliance data for a new system’s
ATO based on similarities with
active compliant systems and
prevents bad actors of data from
fully understanding all the system’s
capabilities.





